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Virtualizing Network Management
Embedded Device Analytics™

Embedded Device Analytics uses efficient real time 
analytics integrated directly into IoT devices to make 
devices smarter and dramatically reduce the volume of 
data sent to, and stored in, the Cloud. This also allows 
time varying parameters to be sampled much more 
frequently while reducing the overall volume of stored 
data.

Traditional IoT architectures send frequent samples of 
simple measurement data to the Cloud, where they are 
analyzed for reporting and device feedback. With large 
numbers of devices this leads to massive volumes of 
data that must be sent to the Cloud and stored; much 
of this mountain of stored data is never actually used. 

Combining Embedded Device Analytics with Cloud-
based service/network-wide correlation and analysis 
provides the strongest and most practical solution for 
IoT service management.

Local analytics, smarter data reporting
Embedded Device Analytics enables a device to take 
frequent samples of key performance data, use a wide 
range of algorithms to obtain meaningful, actionable 
metrics, use this data locally to make smarter decisions 
and, less frequently, send key metrics to Cloud-based 
analytics systems. As analytics are computed locally 
within the device, there is little dependency on the 
device’s connection to the network/Cloud— hence 
if the network connection is lost, the device is just as 
capable of making intelligent decisions.

Reduce dependency on the network  
Embedded Device Analytics increases the ability of 
devices to “think for themselves,”  so they can continue 
to monitor, measure and react to environmental 
changes even when network/Cloud connectivity is 
interrupted.  For “things” like a smart home appliance 
or light bulb, this provides a convenience, but for 
many IoT applications— including wearable medical 
devices, traffic control and navigation systems, and 
security systems— the ability of devices to function 
autonomously and report data reliably is critical. 

Analytics is the analysis and interpretation 
of data, often in large amounts (“Big 
Data”). It can also refer to the patterns, 
correlations and other meaningful 
information obtained by examining large 
data sets.  

Device Analytics refers, more specifically, 
to the collection and analysis of data from 
distributed devices and sensors. 

Embedded Device Analytics is the 
concept of embedding data analysis 
functionality natively within each device. 

Local analytics make devices smarter 
and more autonomous, enabling them 
to share the computational load and 
send more meaningful data in fewer, 
less frequent reports.  This results in 
much less generated data, lower storage 
requirements and reduced network 
traffic— key resource considerations that 
will grow ever more critical as the vast 
Internet of Things continues to expand.

What is Embedded Device Analytics? 

Open Services Architecture
Sophisticated application performance 
management systems, such as Telchemy’s 
SQmediator, provide real time collection and 
correlation of data, detailed dashboards, drill down, 
alerting and integration with other applications. 
Telchemy’s Open Services Architecture enables data 
from any device to be sent to SQmediator, opening 
the full range of SQmediator’s powerful search, 
correlation and visualization capabilities.    
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Get any type of data from any device
Local analytics may be provided using application-
specific agent technology or generic technology.  
Application-specific analytics, such as Telchemy’s 
VQmon, are highly optimized for specific types of 
devices. For example, VQmon is able to accurately 
describe the performance and user experience of a 
VoIP or Videoconferencing call in a single concise set 
of metrics sent by an IP phone, softphone or other 
endpoint device at the end of the call. 

Generic analytics technology enables device 
manufacturers to incorporate sophisticated 
analytics into their products with little to no 
software development, providing the benefits of 
Embedded Device Analytics with low development 
cost and faster time-to-market. This technology 
uses optimized integer math in order to keep 
computational load and memory to an ultra-low 
level, making it ideal for IoT devices in which power 
and consumption and battery life are critical factors.  

Versatility for custom applications 
Telchemy’s IoT Analytics architecture provides a 
high degree of customizability. The SQmediator 
management application supports collection of data 
from any network-connected device, application-
specific service definitions and performance 
thresholds, customizable dashboards and reports, 
and integration with external systems using web 
services APIs.  

Generic agent technology makes it easy for IoT 
device vendors to build application-specific analytics 
functionality with minimal code development, and 
benefits from Telchemy’s fifteen years of experience 
in building Embedded Device Analytics technology.  
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Assured security
Security is a key concern in the IoT world. Telchemy’s 
software applications are designed to meet DoD 
guidelines and are deployed in many networks 
where security and data privacy are essential 
requirements.  Telchemy employs a wide spectrum 
of security design and testing techniques to protect 
against hacking from user interfaces, data reports 
from devices, and hackers with direct access to 
servers. 

Scales to millions of devices
Embedded Device Analytics significantly improves 
scalability as it reduces both the amount of 
computation needed in the Cloud and the 
storage system transaction rate. With much of the 
computation performed on the devices themselves,  
overall computing power actually rises as the 
number of devices increases.  The impact on the 
storage system is minimized as devices send reports 
less frequently, reducing the number of database 
transactions. 

Telchemy’s SQmediator has a modular architecture 
and each module can be replicated to add scale 
and resilience. This allows large scale systems to be 
configured, with capacities of millions of agents.

Field-tested, proven technology
Telchemy software is integrated into hundreds of 
millions of devices in over 150 vendors’ product 
lines, and is the de facto standard technology for 
embedded voice and video performance monitoring.    
This wide-scale industry application has enabled 
Telchemy to perform years of real world field testing, 
hardening and optimization to ensure that our 
technology is resilient, efficient and secure.   
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